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Django's built-in authentication
system.

* Django’s built-in authentication system includes permissions, users, and
groups. (admin pages user and group tables)

* Django automatically creates four default permissions when you create a
model—add, delete, change, and view. (Admin Page Curd Operation)

* These permissions allow users to add, delete, modify, or view instances
of the model respectively.

* Django's built-in authentication system provides a set of views, forms,
and models for managing user accounts and authenticating users.

 When you create a new Django project using the start project command,
Django automatically includes the necessary components for
authentication in the project.
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Initial Set Up

The first step is to create a dedicated directory for our code, which we'll place on the Desktop in a folder called
django_auth.

# Windows
S cd onedrive\desktop\
S mkdir django_auth

S cd django_auth
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# macOS

S cd ~/desktop/

S mkdir django_auth
S cd django_auth
Show dark mode

Next, activate a new virtual environment called .venv.
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Then install Django, create a new Django project called django_project, run migrate to initialize the new
database, and execute runserver to start up the local web server provided by Django.

(.venv) S django-admin startproject django_project .
(.venv) S python manage.py migrate

(.venv) S python manage.py runserver
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Navigating to http://127.0.0.1:8000, you'll see the Django welcome screen.

o B @& &®» The install worked successfu > —+ ~
« - o © mrooises o
django

View release notes for Django 5.0

A

The install worked successfully! Congratulations!

You are seeing this page because DEBUG=True is in your
settings file and vou have not configured any URLSs.

<Q Django Documentation

Topics, references, & how-
to’'s

< > Tutorial: A Polling App g=x-4

Django Community
Get started with Django

Connect, get help, or
contribute

Wexdi SoftSkills
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The Django contrib module provides built-in apps to help with development.
In the django_project/settings.py file under INSTALLED_APPS, you can see that auth is listed and available to us.
# django_project/settings.py
INSTALLED_APPS = [
"django.contrib.admin",
"django.contrib.auth", # Yoohoo!!!!
"django.contrib.contenttypes",
"django.contrib.sessions",
"django.contrib.messages",

"django.contrib.staticfiles",
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To use the auth app, we need to add it to our project-level django_project/urls.py file. At the top, import include
and create a new URL path at accounts/. You can choose a different URL path, but using accounts/ is a standard
practice and requires less customization later.

# django_project/urls.py
from django.contrib import admin

from django.urls import path, include # new

urlpatterns = [
path("admin/", admin.site.urls),

path("accounts/", include("django.contrib.auth.urls")), # new
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The auth app we've now included provides us with multiple authentication views and URLs for handling login,
logout, password change, password reset, etc. It notably does not include a view and URL for signup, so we have
to configure that ourselves.
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Log In Page

Let's make our login page! By default, Django will look within a templates folder called registration for auth
templates. The login template is called login.html.

Create a new project-level directory called templates and a directory called registration within it.
(.venv) S mkdir templates

(.venv) S mkdir templates/registration

Then create a templates/registration/login.html file with your text editor and include the following code:
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o form using POST to send data and {% csrf_token %} tags for security concerns, namely to

This code is a standard %)_Lan? : : \
e form's contents are displayed with {{ form }}, and then we add a "submit" button.

prevent a CSRF Attack.

Next, update the settin.gﬁ.py file to tell Django to look for a templates folder at the project level. Update the DIRS setting
within TEMPLATES with the following one-line change.

# django_project/settings.py
TEMPLATES = [
{

"DIRS": [BASE_DIR / "templates"], # new
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Our login functionality now works, but we should specify where to redirect the user upon a successful login
using the LOGIN_REDIRECT_URL setting. At the bottom of the settings.py file, add the following to redirect the
user to the homepage.

# django_project/settings.py
LOGIN_REDIRECT_URL ="/" # new

If you start the Django server again with python manage.py runserver and navigate to our login page at
http://127.0.0.1:8000/accounts/login/, you'll see the following.
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We can only log in if we have a user account. And since adding a signup form is yet to come, the most
straightforward approach is to make a superuser account from the command line.

® 0 ® @ 127.0.0.1:8000/accounts/login X 4

< C ® 127.0.0.1:8000/accounts/login/ e Guest

Log In

Username: | |

Password: | |

Log In
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Quit the server with Control+c and then run the command python manage.py createsuperuser. Answer the
prompts and note that your password will not appear on the screen when typing for security reasons.

(.venv) > python manage.py createsuperuser
Username (leave blank to use 'wsVv'):

Email address: will@learndjango.com
Password:

Password (again):

Superuser created successfully.
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Now start the server again with python manage.py runserver and refresh the page at
http://127.0.0.1:8000/accounts/login/.

Enter the login info for your just-created superuser.

® O ® @ pagenotfoundat/ x +

<« C ® 127.0.0.1:8000 ) Guest

Homepage error Page not found (404)

Request Method: GET
Request URL: http/127.0.0.1:8000/

Using the URLconf defined in config.urls, Django tried these URL patterns, in this order:
1. admin/
2. accounts/

The empty path didn't match any of these.

You're seeing this error because you have DEBUG = True in your Django settings file. Change that to False, and Django will display a standard 404 page.

Our login worked because it redirected us to the homepage, but we still need to create that homepage, so we see
the error Page not found. Let's fix that!
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Create A Homepage

We want a simple homepage displaying one message to logged-in users and another to logged-out users. Create two
new files with your text editor: templates/base.html and templates/home.html. Note that these files exist within the
templates folder but not within templates/registration/, where Django auth looks by default for user auth templates.

Add the following code to each:
<!-- templates/base.html -->
<IDOCTYPE html>
<html>
<head>
<meta charset="utf-8">
<title>{% block title %}Django Auth Tutorial{% endblock %}</title>

</head>
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While we're at it, we can update login.html too to extend our new base.html file:

<l-- templates/registration/login.html -->

{% extends "base.html" %}

{% block title %}Login{% endblock %}
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Now, update the django_ {)rOJec’r/urls Py file so we can display the homepage. Import TemplateView on the third line and then
add a URL patternfor it at the path

# django_project/urls.py
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And we're done. If you start the Django server again with python manage.py runserver and navigate to the
homepage at http://127.0.0.1:8000/ you'll see the following:

@0 ® & Home x +
& C ® 127.0.0.1:8000 ) Guest

Hi wsv!
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It worked! But how do we log out? The only option currently is to go into the admin panel at
http://127.0.0.1:8000/admin/ and click the "Log Out" link in the upper right corner.

eCe @ Site administration | Django 510 X =+

< C ® 127.0.0.1:8000/admin/ 9 Guest

DJ ango a dministration WELCOME, WSV. VIEW SITE / CHANGE PASSWORD LOG OUT

Site administration

.
Recent actions

Groups + Add  # Change

Users + Add  # Change My actions

Mone available
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The "Logout" link will log us out, as seen by the redirect page:

o0 e E Logged out | Django site admin X +

& — C (@© 127.0.0.1:8000/admin/flogout/ e Guest

Django administration
Home
Logged out

Thanks for spending some quality time with the Web site today.

Log in again
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If you go to the homepage again at http://127.0.0.1:8000/ and refresh the page, it is visible that we are logged
out.

@00 @ Home x +
& C ® 127.0.0.1:8000 ) Guest

You are not logged in

LogIn
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Log Out Button

One of the changes to Django 5.0, as noted in the release notes, is the removal support for logging out via GET
requests. In previous versions of Django, you could add a logout link like <a href=" {% url 'logout' %}">Log
Out</a> to a template file. But now a POST request via a form is required.

Let's demonstrate that now by adding a "Logout" button to the homepage. We can add a logout button to the
home.html file under the {{ user.username }}! section.
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Then update settings.py with our redirect link, LOGOUT_REDIRECT_URL. Add it right next to our login redirect
so the bottom of the settings.py file should look as follows:

# django_project/settings.py
LOGIN_REDIRECT_URL ="/"

LOGOUT_REDIRECT_URL ="/" # new
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Now that we have a homepage view, we should use that instead of our current hardcoded approach. What's the
URL name of our homepage? It's home, which we named in our django_project/urls.py file:

# django_project/urls.py

path("", TemplateView.as_view(template_name="home.html"), name="home"),
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So we can replace "/" with home at the bottom of the settings.py file:

# django_project/settings.py
LOGIN_REDIRECT_URL = "home"

LOGOUT_REDIRECT_URL = "home"
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If you log in and revisit the homepage, you'll be redirected to the new homepage with a "logout" link for logged-
in users.

" YON ) & Home X + v
¢ 5> o o oot 0
Hi wsv!
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Clicking it takes you to the logged-out homepage with a "Log In" link.

If you want a "Log Out" link instead of a button, there are two user experience patterns. You could add custom
CSS to the form or create a dedicated logout page containing the form and a message like, "Are you sure you
want to log out?"

®O00® & Home x +
& C @® 127.0.0.1:8000 ) Guest

You are not logged in

Log In



User registration, login, and logout view:  weasns.

Sign Up Page

Now that we have sorted out logging in and logging out, it is time to add a signup page to our basic Django site.
If you recall, Django does not provide a built-in view or URL for this, so we must code up the form and the page

ourselves.

To begin, stop the local webserver with Control+c and create a dedicated app called accounts, which we'll use
for our custom account logic.

(.venv) S python manage.py startapp accounts
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Make sure to add the new app to the INSTALLED_APPS setting in the django_project/settings.py file:
# django_project/settings.py
INSTALLED_APPS = [

"django.contrib.admin",

"django.contrib.auth",

"django.contrib.contenttypes",

"django.contrib.sessions",

"django.contrib.messages",

"django.contrib.staticfiles",

"accounts", # new
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Then add a URL path in django_project/urls.py that is above our included Django auth app. The order is important here because
Django looks for URL patterns from top-to-bottom. We want to maintain the pattern of having our user authentication logic at
accounts/ but ensure that the signup page loads first.

# django_project/urls.py
from django.contrib import admin
from django.urls import path, include
from django.views.generic.base import TemplateView
urlpatterns = [
path("admin/", admin.site.urls),
path("accounts/", include("accounts.urls")), # new
path("accounts/", include("django.contrib.auth.urls")),

path("", TemplateView.as_view(template_name="home.html"), name="home"),
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Next, create a new file called accounts/urls.py with your text editor and add the following code.

# accounts/urls.py

from django.urls import path
from .views import SignUpView
urlpatterns = [

path("signup/", SignUpView.as_view(), name="signup"),
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Now for the accounts/views.py file:
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At the top we import UserCreationForm, reverse_lazy, and the generic class-based view CreateView.

We are creating a new class called SignUpView that extends CreateView, sets the form as UserCreationForm,
and uses the not-yet-created template signup.html. Note that we use reverse_lazy to redirect users to the login
page upon successful registration rather than reverse, because for all generic class-based views, the URLs are
not loaded when the file is imported, so we have to use the lazy form of reverse to load them later when we are
sure they're available.

Ok, now for the final step. Create a new template, templates/registration/signup.html, and populate it with this
code that looks almost exactly like what we used for login.htmL.
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We're done! To confirm it all works, spin up our local server with python manage.py runserver and navigate to
http://127.0.0.1:8000/accounts/signup/.

®0® @ signup x +

< C @ 127.0.0.1:8000/accounts/signup/ e Guest
Sign up
Username: | |Rﬁquirf:d. 150 characters or fewer. Letters, digits and @/./+/-/_ only.
Password: | |

* Your password can’t be too similar to your other personal information.
» Your password must contain at least 8 characters.

* Your password can’t be a commonly used password.

= Your password can’t be entirely numeric.

Password confirmation: | | Enter the same password as before, for verification.
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The extra text with tips on usernames and passwords comes from Django. We can customize that, too, but it
requires a little more work and is beyond the scope of this tutorial.

Sign up for a new account and hit the "Sign up" button. You will be redirected to the login page,
http://127.0.0.1:8000/accounts/login/, where you can log in with your new account.
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And then, after a successful login, you'll be redirected to the homepage with a personalized "Hi username!"
greeting.

eCe & Home X -+
& C ® 127.0.0.1:8000 ) Guest
Hi testuser!

Log Out
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One of Django's most powerful features is its built-in admin, which we can use to view and edit our existing

users. If you navigate to the admin page at http://127.0.0.1:8000/admin, a warning will indicate you are currently
logged in to a non-superuser account.

o O @® & Log in | Django site admin > =+

~

< > (&7 @ 127.0.0.1:8000/admin/login/?next=/admin/ (| :

Django administration

You are authenticated as testuser, but are not authorized to
access this page. Would you like to login to a different account?

Username:

Password:

LOG IN
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Log in with your superuser account and click on "Users."

eCe @ Site administration | Django =11 X -+

< C (@ 127.0.0.1:8000/admin/ 9 Guest

WELCOME, WSY. VIEW SITE / CHANGE PASSWORD LOG OUT

Django administration

Site administration

AUTHENTICATION AND AUTHORIZATION ]
Recent actions

+ Add & Change

Groups

Users + Add  # Change My actions

Mone available
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You can see the two users for our Django project, the superuser and the regular user, created via the signup form.
It is possible to customize the Django admin in many ways, but for now, we can see the basic information.
Clicking on an individual username opens up a change user page where you can edit user information.

® O e & sSelect user to change | Djanc X + .

<« -> (& @ 127.0.0.1:8000/adminfauth/user/ |

Django administration WELCOME, WSV. VIEW SITE / CHANGE PASSWORD / LOG OoUT (P

Home > Authentication and Authorization > Users

Select user to change ADD USER +

Q Search FILTER

@ Show counts

Action: | =———-——wo ~|| Go 0O of 2 selected 4 By staff status
(] USERNAME -~ EMAIL ADDRESS FIRST NAME LAST NAME STAFF STATUS All

Yes
[J)  testuser [ No
O WSV will@learndjango.com (]

<4 By superuser status
2 users All

Yes

No

<4 By active

All

Yes

» No
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Password Change

Django provides a default implementation of password change functionality. To try it out, log out of your
superuser account and log in with your regular user. The default "Password change" page is located at

http://127.0.0.1:8000/accounts/password_change/.

® O @ &» Password change | Django si > +

< > Cc @ 127.0.0.1:8000/accounts/password_change/ (W |

Django administration
Home > Password change

Password change

Please enter your old password, for security’'s sake, and then enter your new password twice so we can verify you typed it in correctly.
Old password:

New password:
Your password can't be too similar to your other personal information.
Your password must contain at least 8 characters.
Your password can’'t be a commonly used password.

Your password can’'t be entirely numeric.

New password confirmation:

CHANGE MY PASSWORD
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Enter your old password and then a new one twice. Click the "Change My Password" button, and you will be
redirected to the "Password change successful" page.

[ EON | @ Password change successful X + o

&« > C ® 127.0.0.1:8000/accounts/password_change/done/ 0

Django administration

Home > Password change

Password change successful

Your password was changed.
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If you want to customize these two password change pages to match the look and feel of your website, it is only
necessary to override the existing templates. Django already provides us with the views and URLs. To do this,
create two new template files in the registration directory:
templates/registration/password_change_form.html

templates/registration/password_change_done.html

We will not fully customize the look and feel of a Django website in this tutorial. However, | illustrate how it is
possible in my book, Django for Beginners.
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Let's add a link to the password change page in our home.html template. | have also added <p> tags for some
spacing.
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Ensure the webserver is running and refresh the homepage to see the updated one.

[ NON | & Home X  + y

¢ > C O 127.0.0.1:8000 0 :
Hi testuser!
Password Change
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Password Reset

A password reset page is useful when a user forgets their log in information: a user can enter in their email
address and receive a cryptographically secure email with a one-time link to a password reset page. This is
typically available to logged-out users. Django has built-in functionality for this that only requires a small

amount of configuration.

Let's add a link to the default password reset page that will be available to logged-out users.

<!-- templates/home.html -->

{% extends "base.html" %}
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Click the "Log Out" button on the current homepage.

®  ©® @ Home x  + o

& > C ©® 127.0.0.1:8000 0 :

You are not logged in
Password Reset

LogIn
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Then click on the link for "Password Reset."

[ BON ] @ Password reset | Django site = X + v

<« - C @® 127.0.0.1:8000/accounts/password_reset/ [} |

Django administration @

Home > Password reset

Password reset

Forgotten your password? Enter your email address below, and we'll email instructions for setting a new one.

Email address:

Reset my password
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The default template is ugly and styled to match the admin but is functional.

We want to try it out, but there's one problem: our regular user account does not have an email address
associated with it.

The default Django UserCreationForm we extended for our signup form does not have email included! It is
possible to update this so that an email form is included, but doing so is beyond the scope of this tutorial.
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The default template is ugly and styled to match the admin but is functional. We want to try it out, but there's
one problem: our regular user account does not have an email address associated with it. The default Django
UserCreationForm we extended for our signup form does not have email included! It is possible to update this so
that an email form is included, but doing so is beyond the scope of this tutorial.

Nonetheless, there is an easy fix. Log in to the admin, click on Users, and select the username for your regular
user account to bring up the change user page where you can add an email.
L -« &®» testuser | Change user | Djar > -+ -

< = (e} @ 127.0.0.1:8000/adminfauthfuser/2/change/ [ | (@ Guest)

Django ad ministration WELCOME, WSV. VIEW SITE / CHANGE PASSWORD / LOG ouT

Home > Authentication and Authorization > Users > testuser

Change user

HISTORY
testuser
Username: testuser
Required. 150 characters or fewer. Letters, digits and @/./+/-/_ only.
N algorithm: pbkdf2_sha256 iterations: 720000 salt: NV CuUR g™ ™™ ®® s m s w o o hash:
Password: S5 IR\ 37 4 et e e e e ek e
Raw passwords are not stored, so there is no way to see this user's password, but you can change the passwor d using this form.

Personal info

First name:
Last name:

Email address: testuser@email.com
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Make sure to click the "Save" button at the bottom of the page. Then click the "Log Out" button in the upper
right-hand corner of the admin or back on the homepage.

Django defaults to an SMTP email backend that requires some configuration. To test the password reset flow
locally, we can update the django_project/settings.py file to output emails to the console instead. Add this one

line to the bottom of the file.
# django_project/settings.py

EMAIL_BACKEND = "django.core.mail.backends.console.EmailBackend" # new
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Finally, we can try the Password Reset page again at http://127.0.0.1:8000/accounts/password_reset/.

Enter the email address for your regular user account and click the "Change My Password" button. It will redirect
you to the password reset sent page.

® O ® @ password reset x +
e Guest

< _ @ 127.0.0.1:8000/accounts/password_reset/

Django administration

Home > Password reset

Password reset

Forgotten your password? Enter your email address below, and we'll email instructions for setting a new one.

Email address:

Reset my password
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For security reasons, Django will not provide any notification whether you entered an email that exists in the database or
not. But if you look in your terminal/console now, you can see the contents of the email outputted there.

Content-Type: text/plain; charset= "utf-8"
MIME-Version: 1.0
Content-Transfer-Encoding: 8bit

Subject: Password reset on 127.0.0.1:8000
From: webmaster@localhost

To: testuser@email.com
Date: Fri, 26 Jan 2024 20:04:32 -0000
Message-ID: <170629947287.95157.11297370611002899863@1.0.0.127.in-addr.arpa>
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You're receiving this email because you requested a password reset for your user account at 127.0.0.1:8000.
Please go to the following page and choose a new password:
http://127.0.0.1:8000/accounts/reset/Mg/c1fefk-40c35272edd84fcb73f64d2b4ebd0e8f/

Your username, in case you've forgotten: testuser

Thanks for using our site!

The 127.0.0.1:8000 team
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Copy the unique URL from your console into your web browser.

It will cryptographically confirm your identity and take you to the Password Reset Confirmation page at
http://127.0.0.1:8000/accounts/reset/Mg/set-password/.

[ NON ] @ Enter new password | Django X + o

<« - C @ 127.0.0.1:8000/accounts/reset/Mg/set-password]/ [ |

Django administration O

Home > Password reset confirmation

Enter new password

Please enter your new password twice so we can verify you typed it in correctly.

New password:

Confirm password:

Change my password
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Enter in a new password and click the "Change my password" button. It will redirect you to the Password reset
complete page.

®  ©® @ Passwordresetcomplete |DI X =+

<« - C ® 127.0.0.1:8000/accounts/reset/done/ N |

Django administration O

Home > Password reset

Password reset complete

Your password has been set. You may go ahead and log in now.

Login
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To confirm everything worked correctly, navigate to the homepage and log in to your account with the new
password.

If you want to customize the templates involved with password reset, they are located at the following locations;
you need to create new template files to override them.

templates/registration/password_reset_confirm.html
templates/registration/password_reset_form.html

templates/registration/password_reset_done.html
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Step 1: Import the login_required Decorator
To get started, you need to import the login_required decorator from django.contrib.auth.decorators:

from django.contrib.auth.decorators import login_required

Step 2: Apply login_required to Views

You can apply the login_required decorator to individual views or to an entire view function. Here’s how to use it:
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Applying to an Individual View
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